The Solution | How we tackle fraud for the travel and hospitality sector

Tracking fraudsters
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Just how bad is it?

As 80% of travel merchants surveyed in Ravelin’s Global Fraud Trends 2024
predict an increase in the cost of fraud in the coming year, fighting fraud
and abuse is clearly a top priority for the sector. Those who find ways to

combat it could collectively prevent £billions in losses, relieve the

administrative burden of dealing with fraud and secure their reputations.

Typical types of travel and hospitality fraud

Booking fraud

Fraudsters make flight or hotel
bookings through the contact
centre using stolen credit cards.
This results in fraud losses
through chargebacks when the
real cardholder notices.

Loyalty fraud
Fraudsters target loyalty
schemes because points

have real-world monetary value
as they can be redeemed
for flights, hotel stays,
upgrades, and gifts. They often
bypass the security checks
associated with traditional
payments.

Fake travel agencies
Fraudsters pose as travel
agents, selling overpriced or
unusable tickets or hotel
bookings to unsuspecting
consumers, causing distress
to the victim and putting the
genuine travel company’s
reputation at risk.

We’ve done our research

As digital channels become more secure, contact centres are a critical entry
point for fraudsters, with data-gathering forming the early stages of fraud
attacks across the business.

Our recent research validates this, with high numbers of travel industry
respondents reporting fraudulent activity in contact centres both in the
interactive voice response (IVR) system (66%) and with call agents (55%).
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Survey respondents say fraudsters
are targeting both:

Download the
survey report

Agents IVR
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Spotting a fraudster

Contact centres are vulnerable because they are typically still reliant
on knowledge-based security checks, which fraudsters can easily pass
using stolen data.

Once inside, fraudsters operate undetected, systematically targeting
the IVR to steal more customer data or using their social engineering
skills to manipulate contact centre agents into making account changes
or initiating transactions.

But there are certain traits associated with these types of fraudulent
calls that make it possible to spot them, when you know what you are
looking for:
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Calls from the same number are

calling about multiple customer
accounts
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Callers attempting to
avoid detection by withholding
phone number
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Multiple frequent calls from
the same number to the
contact centre IVR
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The number used is on your denylist
or has been flagged as fraud-related
by another company

Our successful deployments with organisations across a range of sectors
have revealed that with the right technology in place, it is possible to spot
and flag suspicious callers in the contact centre and gain insight that can

disrupt fraudulent activity.
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How Smartnumbers can help Stop travel sector fraud in its tracks:
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Find out more

Sign up today

Get exclusive access to a wealth of
more great fraudster intelligence by
signing up for our newsletter.

Telephone: +44 20 3379 9000
Email: info@smartnumbers.com
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